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Human Rights and Internet

Recently, in China, President Barack Obama said that
criticism on the Internet had made him a better
president. There is no doubt that the Internet renders
our decision makers more transparent and
accountable than ever before.

A new law in Finland gives citizens a right to
broadband Internet access, and European Union
discussions on the '"Telecoms Package' have resulted
in a decision that a user's internet access may be
restricted, if necessary and proportionate, only after a
fair and impartial procedure including a right to be
heard and to judicial review.

What does this mean? With over 1.6 billion users
worldwide, the Internet has become important if not
vital for everyday life. It has revolutionised the way
we connect with each other across boundaries of
time, distance, culture, and experience. Online we
share ideas, we build knowledge and understanding, we challenge conventional wisdom,
and we create networks for positive change. Much of this is thanks to the private sector
for having the foresight, belief and courage to invest in the development of innovative
services and technologies, many of which are free of charge.

Access to the Internet is no longer a luxury but a necessity. It can empower people living
below the poverty threshold. It is a tool for democracy that can counter heavy-handed
governments. Millions of us now have a legitimate expectation that Internet services
should be accessible, affordable, secure, reliable and ongoing.

For the younger generation, the Internet is first and foremost their opportunity. It is their
primary source of freedom and information in growing-up. It must not be presented as a
dark place signposted with danger and caution.

The very moment we enter the Internet highway we unwittingly leave traces of personal
data for others to see and to use. When we click to accept the terms and conditions of
Internet services we are often obliged to provide personal data without knowing what
will happen to that data. Whether the solution will be with global privacy laws or a big
red delete button on services remains to be seen. At the very least, our children, as
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Human Rights and Internet

digital natives, should be able to remove their traces. After all, children have the right
to a childhood like we, the digital immigrants, had before the Internet.

With 60 years of experience, and thousands of European Court of Human Rights
judgments, the 47 governments of the Council of Europe play a crucial role in
watching over inter alia our freedom of expression and our right to privacy, including
on the Internet. Together with governments and the private sector, the Council of
Europe is shaping Internet policy in Europe and beyond, establishing baselines and
benchmarks.

Let me be clear. Freedom of expression is not an absolute right; it must be balanced
with other rights. That's the way we see it in Europe. Freedom comes with
responsibility. This extends to examining the responsibilities of businesses that
provide technologies and services which penetrate and dominate the market so much
that there is no natural alternative.

The European Convention on Human Rights protects the individual from abuses by
the State. In the Internet age, governments and private sector must cooperate to make
sure that individuals are protected from abuse by state and non-state actors in
cyberspace too.

So what about the management of resources indispensable for the functioning of the
Internet? What happens, for example, if a government or powerful corporation
decides to cut off, slow down or otherwise to interfere with another country's access
to the Internet? Discussions about the so-called internationalisation of the Internet
Corporation for Assigned Names and Numbers (ICANN) go in the right direction.
Much more needs to be discussed and worked out.

But it will only be by working together — businesses, the international community,
international and multi-state organisations and individual states — that there will be
effective responsibility, freedom and protection of our human rights when going
online. After all, and lest we forget, the Internet our Internet is being built by the
people, for the people and with the people.
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Enshrined in the 1950 European Convention on Human ;
Rights, freedom of expression is an essential foundation of . r
democracy. All Council of Europe bodies (the Committee of
Ministers, the Parliamentary Assembly and the European
Court of Human Rights) have contributed to establishment of
free and independent media across Europe. Since February
1981, the Steering Committee on the Mass Media, which is
attached to the Directorate General of Human Rights and
Legal Affairs, has been guiding and co-ordinating the
Council of Europe's media policy. Through its case law on
Article 10 of the Human Rights Convention, the European
Court has set the broad boundaries of freedom of expression.
The right to information takes precedence over any political
or economic interests and states have a duty to protect this
fundamental freedom, one of the cornerstones of our
democracy. Drawing on Article 10 of the Convention on
Human Rights, the Council of Europe underlines the public value of the Internet with regard
to freedom of expression and the free circulation of information.

Consistent with its line of upholding media freedom and aiming to keep under constant
attention new developments in the field, on 15-16 April 2010, the Council of Europe
organised a media conference in Tbilisi (Georgia) aimed at promoting effective guarantees
for freedom of expression in the South Caucasus, Moldova and Ukraine in line with Council
of Europe standards and recommendations.

Organised under the aegis of the Swiss chairmanship of the Committee of Ministers of the
Council of Europe, the event brought together over sixty representatives from the
participating states.  Public officials, parliamentarians, media professionals and
representatives of NGOs debated the safety and protection of journalists, the challenges to
freedom of expression and the changes in the media brought by new technologies.

Dunja Mijatovic, recently appointed OSCE Representative on Freedom of the Media, was
among the distinguished speakers, who highlighted the need of protection of journalists and
media freedoms in constructive cooperation with state and civil society actors.

Discussions with regard to Armenia, as presented by the Armenian participants, focused on
the amendments to the Law on TV and Radio; migration to the digitalisation of TV and
Radio broadcasting; freedom of expression, as well as mechanisms for protection of
journalists.

The participants underlined the positive role played by the Council of Europe whose
expertise and standard-setting serve as invaluable tools for harmonisation of existing
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legislation and practices in the member States. Future
contribution of the Organisation, especially, in the
context of rising challenges faced by both off-line
(print, television and radio) and on-line new media
such as websites, blogs and radio over the Internet |
was particularly highlighted.

The main conclusions of the conference were the
need to build on the achievements of numerous
cooperation programmes implemented by the
Council of Europe. Taking into account the lessons [R.
learned, it was agreed to aim at preparing a road map | |-
for further work in the five countries and stimulate
regional co-operation.

CoE Information Office in Armenia
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Council of Europe Convention on Access to Official
Documents

Tromse, 18.V1.2009

Preamble

The member States of the Council of Europe and the other signatories hereto,

Considering that the aim of the Council of Europe is to achieve greater unity between its
members for the purpose of safeguarding and realising the ideals and principles which are
their common heritage;

Bearing in mind, in particular, Article 19 of the Universal Declaration of Human Rights,
Articles 6, 8 and 10 of the Convention for the Protection of Human Rights and Fundamental
Freedoms, the United Nations Convention on Access to Information, Public Participation in
Decision-making and Access to Justice in Environmental Matters (Aarhus, 25 June 1998)
and the Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data of 28 January 1981 (ETS No. 108);

Bearing in mind also the Declaration of the Committee of Ministers of the Council of Europe
on the freedom of expression and information, adopted on 29 April 1982, as well as
recommendations of the Committee of Ministers to member States No. R (81) 19 on the
access to information held by public authorities, No. R (91) 10 on the communication to third
parties of personal data held by public bodies, No. R (97) 18 concerning the protection of
personal data collected and processed for statistical purposes, No. R (2000) 13 on a European
policy on access to archives and Rec(2002)2 on access to official documents;

Considering the importance in a pluralistic, democratic society of transparency of public
authorities;

Considering that exercise of a right to access to official documents:
i provides asource of information for the public;

it helps the public to form an opinion on the state of society and on public
authorities;

iii fosters the integrity, efficiency, effectiveness and accountability of public
authorities, so helping affirm their legitimacy;
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Considering, therefore, that all official documents are in principle public and can be
withheld subject only to the protection of other rights and legitimate interests,

Have agreed as follows:
Section I

Article 1 — General provisions

1 The principles set out hereafter should be understood without prejudice to those
domestic laws and regulations and to international treaties which recognise a wider right of
access to official documents.

2 Forthe purposes of this Convention:
a 1 “publicauthorities” means:
1 government and administration at national, regional and local level,

2 legislative bodies and judicial authorities insofar as they perform
administrative functions according to national law;

3 natural or legal persons insofar as they exercise administrative authority.

i1 Each Party may, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, by a declaration addressed to
the Secretary General of the Council of Europe, declare that the definition of
“public authorities” also includes one or more of the following:

1 legislative bodies as regards their other activities;
2 judicial authorities as regards their other activities;

3 natural or legal persons insofar as they perform public functions or
operate with public funds, according to national law.

b “official documents” means all information recorded in any form, drawn up or
received and held by public authorities.
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Article 2—Right of access to official documents

1 Each Party shall guarantee the right of everyone, without discrimination on any
ground, to have access, on request, to official documents held by public authorities.

2 Each Party shall take the necessary measures in its domestic law to give effect to the
provisions for access to official documents set out in this Convention.

3 These measures shall be taken at the latest at the time of entry into force of this
Convention in respect of that Party.

Article 3 —Possible limitations to access to official documents

1 Each Party may limit the right of access to official documents. Limitations shall be
set down precisely in law, be necessary in a democratic society and be proportionate to the
aim of protecting:

a national security, defence and international relations;

b publicsafety;

c theprevention, investigation and prosecution of criminal activities;

d disciplinary investigations;

e inspection, control and supervision by public authorities;

f privacy and other legitimate private interests;

g commercial and other economic interests;

h the economic, monetary and exchange rate policies of the State;

i the equality of parties in court proceedings and the effective administration of
justice;
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j environment; or

k the deliberations within or between public authorities concerning the
examination of a matter.

Concerned States may, at the time of signature or when depositing their instrument
of ratification, acceptance, approval or accession, by a declaration addressed to the
Secretary General of the Council of Europe, declare that communication with the reigning
Family and its Household or the Head of State shall also be included among the possible
limitations.

2 Access to information contained in an official document may be refused if its
disclosure would or would be likely to harm any of the interests mentioned in paragraph 1,
unless there is an overriding public interest in disclosure.

3 The Parties shall consider setting time limits beyond which the limitations
mentioned in paragraph 1 would no longer apply.

Article 4 —Requests for access to official documents

1 Anapplicant for an official document shall not be obliged to give reasons for having
access to the official document.

2 Parties may give applicants the right to remain anonymous except when disclosure
ofiidentity is essential in order to process the request.

3 Formalities for requests shall not exceed what is essential in order to process the
request.

Article 5—Processing of requests for access to official documents

1 The public authority shall help the applicant, as far as reasonably possible, to
identify the requested official document.

2 A request for access to an official document shall be dealt with by any public
authority holding the document. If the public authority does not hold the requested official
document or if it is not authorised to process that request, it shall, wherever possible, refer
the application or the applicant to the competent public authority.

3 Requests foraccess to official documents shall be dealt with on an equal basis.
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4 A request for access to an official document shall be dealt with promptly. The
decision shall be reached, communicated and executed as soon as possible or within a
reasonable time limit which has been specified beforehand.

5 Arequest foraccess to an official document may be refused:

i if, despite the assistance from the public authority, the request remains too vague
to allow the official document to be identified; or

11 ifthe requestis manifestly unreasonable.

6 Apublic authority refusing access to an official document wholly or in part shall give
the reasons for the refusal. The applicant has the right to receive on request a written
justification from this public authority for the refusal.

Article 6 —Forms of access to official documents

1 When access to an official document is granted, the applicant has the right to choose
whether to inspect the original or a copy, or to receive a copy of it in any available form or
format of his or her choice unless the preference expressed is unreasonable.

2 Ifalimitation applies to some of the information in an official document, the public
authority should nevertheless grant access to the remainder of the information it contains.
Any omissions should be clearly indicated. However, if the partial version of the document
is misleading or meaningless, or if it poses a manifestly unreasonable burden for the
authority to release the remainder of the document, such access may be refused.

3 The public authority may give access to an official document by referring the
applicant to easily accessible alternative sources.

Article 7—Charges for access to official documents

1 Inspection of official documents on the premises of a public authority shall be free of
charge. This does not prevent Parties from laying down charges for services in this respect
provided by archives and museums.

2 A fee may be charged to the applicant for a copy of the official document, which
should be reasonable and not exceed the actual costs of reproduction and delivery of the
document. Tariffs of charges shall be published.
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Article 8 —Review procedure

1 Anapplicant whose request for an official document has been denied, expressly
or impliedly, whether in part or in full, shall have access to a review procedure before a
court or another independent and impartial body established by law.

2 Anapplicant shall always have access to an expeditious and inexpensive review
procedure, involving either reconsideration by a public authority or review in
accordance with paragraph 1.

Article 9— Complementary measures

The Parties shall inform the public about its right of access to official
documents and how that right may be exercised. They shall also take appropriate
measures to:

a educate public authorities in their duties and obligations with respect to the
implementation of this right;

b provide information on the matters or activities for which they are
responsible;

¢ manage their documents efficiently so that they are easily accessible; and

d apply clear and established rules for the preservation and destruction of
their documents.

Article 10 —Documents made public at the initiative of the public authorities

At its own initiative and where appropriate, a public authority shall take the
necessary measures to make public official documents which it holds in the interest of
promoting the transparency and efficiency of public administration and to encourage
informed participation by the public in matters of general interest.

Section 11

Article 11— Group of Specialists on Access to Official Documents

1 A Group of Specialists on Access to Official Documents shall meet at least once
a year with a view to monitoring the implementation of this Convention by the Parties,
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notably:

a reporting on the adequacy of the measures in law and practice taken by the
Parties to give effect to the provisions set out in this Convention;

b 1 expressing opinions on any question concerning the application of this
Convention;

ii making proposals to facilitate or improve the effective use and
implementation of this Convention, including the identification of any problems;

i1 exchanging information and reporting on significant legal, policy or
technological developments;

iv. making proposals to the Consultation of Parties for the amendment of this
Convention;

v formulating its opinion on any proposal for the amendment of this
Convention made in accordance with Article 19.

2 The Group of Specialists may request information and opinions from civil society.

3 The Group of Specialists shall consist of a minimum of 10 and a maximum of 15
members. The members are elected by the Consultation of Parties for a period of four years,
renewable once, from a list of experts, each Party proposing two experts. They shall be
chosen from among persons of the highest integrity recognised for their competence in the
field of access to official documents. A maximum of one member may be elected from the
list proposed by each Party.

4 The members of the Group of Specialists shall sit in their individual capacity, be
independent and impartial in the exercise of their functions and shall not receive any
instructions from governments.

5 The election procedure of the members of the Group of Specialists shall be
determined by the Committee of Ministers, after consulting with and obtaining the
unanimous consent of the Parties to the Convention, within a period of one year following
the entry into force of this Convention. The Group of Specialists shall adopt its own rules of
procedure.

Article 12 — Consultation of the Parties

1 The Consultation of the Parties shall be composed of one representative per Party.

2 The Consultation of the Parties shall take place with a view to:

a considering the reports, opinions and proposals of the Group of Specialists;

b making proposals and recommendations to the Parties;

¢ making proposals for the amendment of this Convention in accordance with
Article 19;
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d formulating its opinion on any proposal for the amendment of this Convention
made in accordance with Article 19.

3 The Consultation of the Parties shall be convened by the Secretary General of the
Council of Europe within one year after the entry into force of this Convention in order to
elect the members of the Group of Specialists. It shall subsequently meet at least once every
4 years and in any case, when the majority of the Parties, the Committee of Ministers or the
Secretary General of the Council of Europe requests its convocation. The Consultation of the
Parties shall adopt its own rules of procedure.

4  After each meeting, the Consultation of the Parties shall submit to the Committee of
Ministers an activity report.

Article 13 — Secretariat

The Consultation of the Parties and the Group of Specialists shall be assisted by the
Secretariat of the Council of Europe in carrying out their functions pursuant to this Section.

Article 14 —Reporting

1 Within a period of one year following the entry into force of this Convention in
respect of a Contracting Party, the latter shall transmit to the Group of Specialists a report
containing full information on the legislative and other measures taken to give effect to the
provisions of this Convention.

2 Thereafter, each Party shall transmit to the Group of Specialists before each meeting
of'the Consultation of the Parties an update of the information mentioned in paragraph 1.

3 Each Party shall also transmit to the Group of Specialists any information that it
requests to fulfil its tasks.

Article 15 —Publication

The reports submitted by Parties to the Group of Specialists, the reports, proposals
and opinions of the Group of Specialists and the activity reports of the Consultation of the
Parties shall be made public.




ZUBUUSILARMT BLAIMEBE kP42 SEA BEUSL I artusvatwe L US N

Ghu ywjdwuwaqgnpbp

Pwdhu 3

nnJud 16. Ynutughuwyh utninpugpnid@ nt nidh dhio dinuliyp

. Unyu Unudbughwy pwg L Gpnwyuyh Junphpph wonuwd Gpypabph

unnpuqpnijuwy hwdwn:

. Unyt Ynudbiughwt Gupuliu t Judipugdwhy, punpmadod jud hounwondw@:

Juipuwgdwy, papmudwy jud hwunwndwt huunwpnelint h gquh G
npynid Gypnuwuh junphpnh G juwdnp pupnniquiph:

. Unyt 4nuGughw nidh uby £ dintnid wyu opduithg Gplip widhu hivnn wdudu

wnwohtt opp, OGpp wwup wunuwd Gpihp punn 2-pp YGnh gpnypuliph
hurdwéuyunyeynia t huyintli] Ynuftughuwyny furaguo |habijn Jipupbpyon:
Gpli htnnwquynid unnpuqpnn §nnd@ hp hwdwdwyunyeymuu b huymunod
quuwuwo huli] Ynudbughuyny, Jipehtuu nidh Ulip  dnnid puin 2-pn iz
nnnypulinh Ynudtitghuyny Juuue 1hubin hwdwdw)unigeymup hwynubin
opjuwtthg Gnlip wdhup (pwawnig hiinn hwonpn wduduw winwoht opp:

<nnduio 17. Ynutughwyht dhwuwp

1.

Unyt Unudbughuyh nidh dbip dwmubliinig hbimn Gpnuuyh  Junphpnh
Vuwuwpuwnpubph §ndhnbu nudbughugh §nndbph hin junphppulglijpnig b
unwug hudwdw)unyeynmup unwgwnig htinn Jupnn £ wewewpliti Gypnuuyh
Junphpnh wanund shwunhuwgnn Gplph fuid dhewqquyht uqdwljipugnige)w
vhwuw] unyy Ynudbughught: Opnpnidu panpmadnid £ Gdpnuquygh junphpph
Juuntunpnipyuy 20.1 hnpduonid gwjumintivfue dhdwdwuiunpyudp b
Vuwluwpuwpubph §ndhnbnd nlin mubignn Ynndbph  abipjuyugnighsubiph
dhwduyt pYbunpnipyudp:

. Bl nplt, ulitnnipymu Jud dhowqquiyht Juqdwlinpunienit Jipnuyju 1-ha

Jonnd vwjumwnbuduwo nbygpnid dhwunod E nudbughught, wou Jipghuu
nidh g L dnunid Gypnuuyh junphpnh S jjuannp pupunninupht dhwuurnt
thwunweniney h wuwh nmwnt opduwuhg htivin Gplip widhup (pu@wnig htivnn
hwonpn wluuw woweht opp:

nnud 18. Swpwopuwyht fhpuwpnidp

1.

Nannipymup Juipugdwy, punpmoudwy, hwunwondwy Juod Jhwoban
thwunwpeninet unnpuqpliihu Jud h wuwh wnwihu Jupnn £ 90 wy
nwnpwopp Juud wwpwopubipp, npnug ujuwundwdp unyy Ynadbughwi
Yhpuiplni L

Udtih nip wlimmpymup Gypnwugh  Junphpph Suidnp pupunimuph
hwugwgpuwo huwynmwpwpnipjudp Jupnn £ ounyy Ynudbughugh
Uhpunpnidp mwpuot] wy) nmwpuwoph Ypu, npp Upquo £ huginapupnieyua
U9 U nid dhowqqujht hwpwpbpnipyniuuliph hwdwp hupp
wyunwufuwbwnnt b Uyn inwpuoph hwdwp Gnagbughwy nidh dbie Ednbnd
Fuwdnp pwpunninuph nndhg wyn hwynwpwpnipymyy  vnwdwnt



COUNCIL OF EUROPE INFORMATION OFFIcE IN ARMENIA NEWSLETTER

CoE Treaties

Section [11

Article 16— Signature and entry into force of the Convention

1 This Convention shall be open for signature by the member States of the Council of
Europe.

2 This Convention is subject to ratification, acceptance or approval. Instruments of
ratification, acceptance or approval shall be deposited with the Secretary General of the
Council of Europe.

3 This Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date on which 10 member States of the
Council of Europe have expressed their consent to be bound by the Convention in
accordance with the provisions of paragraph 2.

4 In respect of any Signatory State which subsequently expresses its consent to be
bound by it, the Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date of the expression of its consent to be
bound by the Convention in accordance with the provisions of paragraph 2.

Article 17 —Accession to the Convention

1 After the entry into force of this Convention, the Committee of Ministers of the
Council of Europe may, after consulting the Parties to this Convention and obtaining their
unanimous consent, invite any State which is not a member of the Council of Europe or any
international organisation to accede to this Convention. The decision shall be taken by the
majority provided for in Article 20.d of the Statute of the Council of Europe and by
unanimous vote of the representatives of the Parties entitled to sit on the Committee of
Ministers.

2 In respect of any State or international organisation acceding to the Convention
under paragraph 1 above, the Convention shall enter into force on the first day of the month
following the expiration of a period of three months after the date of deposit of the
instrument of accession with the Secretary General of the Council of Europe.

Article 18 —Territorial application

1 Any State may at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, specify the territory or territories to which
this Convention shall apply.

2 Any State may, at any later date, by a declaration addressed to the Secretary General
of the Council of Europe, extend the application of this Convention to any other territory
specified in the declaration for whose international relations it is responsible. In respect of
such territory the Convention shall enter into force on the first day of the month following
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the expiration of a period of three months after the date of receipt of such declaration by the
Secretary General.

3 Any declaration made under the two preceding paragraphs may, in respect of any
territory specified in such declaration, be withdrawn by a notification addressed to the
Secretary General. The withdrawal shall become effective on the first day of the month
following the expiration of a period of three months after the date of receipt of such
notification by the Secretary General.

Article 19 — Amendments to the Convention

1 Amendments to this Convention may be proposed by any Party, the Committee of
Ministers of the Council of Europe, the Group of Specialists or the Consultation of the
Parties.

2 Any proposal for amendment shall be communicated by the Secretary General of the
Council of Europe to the Parties.

3 Any amendment shall be communicated to the Consultation of the Parties, which,
after having consulted the Group of Specialists, shall submit to the Committee of Ministers
its opinion on the proposed amendment.

4 The Committee of Ministers shall consider the proposed amendment and any
opinion submitted by the Consultation of the Parties and may approve the amendment.

5 The text of any amendment approved by the Committee of Ministers in accordance
with paragraph 4 shall be forwarded to the Parties for acceptance.

6 Any amendment approved in accordance with paragraph 4 shall come into force on
the first day of the month following the expiration of a period of one month after the date on
which all Parties have informed the Secretary General that they have accepted it.

Article 20 — Declarations

Any Party may, at the time of the signature or when depositing its instrument of
ratification, acceptance, approval or accession, make one or more of the declarations
provided for in Articles 1.2, 3.1 and 18. It shall notify any changes to this information to the
Secretary General of the Council of Europe.

Article 21 —Denunciation

1 Any Party may at any time denounce this Convention by means of a notification
addressed to the Secretary General of the Council of Europe.

2 Suchdenunciation shall become effective on the first day of the month following the
expiration of a period of six months after the date of receipt of the notification by the
Secretarv GGeneral.
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Article 22 — Notification

The Secretary General of the Council of Europe shall notify the member States of the
Council of Europe and any State and international organisation which has acceded or been
invited to accede to this Convention of:

o

any signature;
the deposit of any instrument of ratification, acceptance, approval or accession;

any date of entry into force of this Convention in accordance with Articles 16 and

17;
d anydeclaration made under Articles 1.2,3.1 and 18;
any other act, notification or communication relating to this Convention.
In witness whereof the undersigned, being duly authorised thereto, have signed this
Convention.

Done at Tromsg, this 18" day of June 2009, in English and French, both texts being
equally authentic, in a single copy which shall be deposited in the archives of the Council of
Europe. The Secretary General of the Council of Europe shall transmit certified copies to
each member State of the Council of Europe and to any State and international organisation
invited to accede to this Convention.
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EuroDIG 2010 was organised by the Council of Europe and the Swiss Federal Office
of Communication (OFCOM),and the Spanish Internet Governance Forum, with the
support of Telefonica and Fundacion Telefonica, the Ministry of Industry, Tourism and
Commerce of Spain and the City of Madrid, coinciding with the Spanish Presidency
of the European Union.

The Pan-European dialogue on Internet governance
(EuroDIQG) is an open platform for informal and
inclusive discussion and exchange on public policy
issues related to Internet Governance (IG) between
stakeholders from all over Europe. It was created in
2008 by a number of key stakeholders representing
various European stakeholder groups working in the
field of IG. EuroDIG is a network which is open to all
European stakeholders that are interested in contributing
to an open and interactive discussion on IG issues.The
purpose of EuroDIG is twofold: first to help European
stakeholders to exchange their views and best practices
on the issues to be discussed at global IGF meetings and
to identify common ground which is shared by all
European stakeholders as well as highlighting the
diversity of experience of the different European stakeholders; second to raise
awareness in Europe and among European stakeholders about the relevance of the
issues discussed in the IGF context and also to raise awareness of the value of the new
multistakeholder discussion format developed by and around the IGF.

3rd EuroDIG, the European Dialogue on Internet Governance was held on April 29th
and 30th in Madrid bringing about 290 stakeholders from all over Europe.

Cross-border cybercrime jurisdiction, new Top Level Domains, Internet as a platform
for innovation and development of new business models, children and social media,
data protection and privacy standards, regulation of the Internet across borders, on-line
content policies, copyright, principles of “network neutrality” and open Internet, —
these and other issues were discussed at the forum.

How will the Future Internet with cyber-physical networks, cloud computing and new
services affect our daily lives and how will content be produced and exchanged in
2020? How will consumers access and use information? How to find a balance
between the social and economic value of the Internet and what are the business
models for delivering content online? What challenges for human rights, rule of law
and democracy?

Is it proportionate to cut access to the Internet for protecting copyright? Should
Internet operators be liable for content published by their users?
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The regulation of the Internet across borders, cross-border investigation on
cybercrime, access to data in third countries and new mechanisms for collection,
analysis, exchange of data between law enforcement authorities - these and a number
of other issues were topics of the debates at the forum.

Armenian participants Khachatur Manukyan, representative of the RA Ministry of
Transport and Communication and Narine Khachatryan, Deputy Director at Media
Education Center took active part in various discussions at the forum. Media
Education Center, which is a part of EuroDIG organization network, contributed to
shaping the Workshop Five, dedicated to children and social media. The workshop
discussed positive impact of social media for civic education, participation and
democracy, as well as issues of protection and empowerment of children. As
participants mentioned, new technologies suggest new unprecedented opportunities for
self-directed and interest-driven learning and
socializing for students, and innovative and LT
process-driven teaching and collaboration for
educators. As the workshop concluded, ICTs
provide children with an unprecedented
possibility of having their voice heard and
participate in the public discourse of society;
children and youth can use the Internet to
advance positive changes in society.
Meanwhile protectionist educational
approaches to the use of Internet often produce
negative results: they restrict the possibility of
children to learn how to cope with risks.
Participants stressed, that new pedagogies of
communication should help children to
develop social and technological skills, digital
literacy programmes should also be provided
for parents and teachers. One of the main
messages of the workshop was that media
literacy programs should be aimed to teach children a thoughtful and critical use of the
Internet making them not passive consumers but also active producers of media
content.

EURODIG ARMENIAN HUB: Remote Participation

By joint efforts of the Council of Europe Office in Armenia, Diplo Foundation and IT
Foundation Armenia an Armenian HUB was created in early April in the context of
Eurodig Conference. The creation of this HUB enabled not only the remote
participation in the Conference, but also served as a prerequisite to think over the need
of creating an open forum for Internet Governance in Armenia and discuss IG issues
on the spot.

During the 2 preparation meetings many interesting issues were highlighted by HUB
members. 20 Armenian IT activists admitted unanimously that the discussion of those
was very vital in the long run. These issues included media literacy, online content
(social media, convergence, mobile media, etc.), policy of price formation,
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The EuroDIG Organisation Network, created in 2008, is an open an inclusive platform for European
stakeholders such as the Council of Europe, Swiss Federal Office of Communication (OFCOM),
DiploFoundation, Telefénica, red.es, European Commission, European Parliament, Fundacion Telefonica,
Global Network Initiative, Medienstadt Leipzig e.V., Business Action to Support the Information Society
(Basis), Ciberdelincuencia.Org, Club of Rome / European Support Center, Comunica-ch — Swiss civil society
platform for the information society, UK Department for Business, Innovation and Skills (BIS), European
Internet Services Providers Associations (EurolSPA), European At Large Organisation (EU-RALO), European
Broadcasting Union (EBU), Forum des droits sur l'internet, Fundacion Madrid Tecnologia, German Association
of Internet Economy (eco), Finnish Ministry of Foreign Affairs, French Ministry of Foreign Affairs, Icelandic
Ministry of Science, Education and Culture, Swiss Government, International Chamber of Commerce (ICC),
INSAFE, ISOC-ECC, Media Education-Armenia, Portuguese Ministry of Science, Technology and Higher
Education (UMIC), NOMINET, SWITCH, UNG Media and United Service Union (ver.di).
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fragmentation, regulatory environments for telecommuting, creative commons and
copyright, privacy, data protection, etc.. The Armenian HUB used the possibility of
remote participation to ask a few questions to experts in Madrid, to get answers to
some of them, and to constitute a part in the overall European Internet Governance
Picture.

The participants planned to continue the discussions and expressed readiness to
create an IGF in Armenia in the short run.

The EuroDIG Organisation Network, created in 2008, is an open an inclusive platform for European
stakeholders such as the Council of Europe, Swiss Federal Office of Communication (OFCOM),
DiploFoundation, Telefonica, red.es, European Commission, European Parliament, Fundacién
Telefénica, Global Network Initiative, Medienstadt [eipzig e.V., Business Action to Support the
Information Society (Basis), Ciberdelincuencia.Org, Club of Rome / European Support Center,
Comunica-ch — Swiss civil society platform for the information society, UK Department for Business,
Innovation and Skills (BIS), European Internet Services Providers Associations (EurolSPA), European
At Large Organisation (EU-RALO), European Broadcasting Union (EBU), Forum des droits sur

l'internet, Fundacién Madrid Tecnologia, German Association of Internet Economy (eco), Finnish

Ministry of Foreign Affairs, French Ministry of Foreign Affairs, Icelandic Ministry of Science,
Education and Culture, Swiss Government, International Chamber of Commerce (ICC), INSAFE,

ISOC-ECC, Media Education-Armenia, Portuguese Ministry of Science, Technology and Higher
Education (UMIC), NOMINET, SWITCH, UNG Media and United Service Union (ver.di).

Council of Europe Information Office in Armenia
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There is a general consensus on the need for, and the political importance of, the European
Union acceding to the European Convention on Human Rights (ECHR).

The “Treaty of Lisbon”, which was adopted at a EU summit on 18-19 October 2007 and
entered into force on 1 December 2009, contains a provision which commits the EU to
acceding to the ECHR.

Protocol No. 14 to the ECHR provides for the possibility of EU accession. The exact
accession modalities, some of which may require a further protocol to the ECHR or an

accession treaty, will have to be agreed upon by all Council of Europe member states, as well
asthe EU.

EU accession to the ECHR will further
strengthen the protection of human rights in
Europe by submitting the Union's legal system
to independent external control.

Any individual will be able to bring a complaint
about the infringement of ECHR rights by the |
EU before the European Court of Human Rights |
in Strasbourg. At present, the provisions of the
ECHR are not binding on the EU and its
institutions. However, these provisions do apply
to the EU's member states, all of which are also &
members of the Council of Europe.

The EU's accession to the ECHR is the best
means of ensuring harmonious development of the case law of the European Court of Justice
and the European Court of Human Rights on human rights matters.

Accession to the European Convention on Human Rights does not mean that the EU will
automatically be bound by the additional protocols to the convention. There are currently six
additional protocols, which cover issues such as the right to vote (Protocol No. 1), the
abolition of the death penalty (Protocol Nos. 6 and 13) and a general prohibition on
discrimination (Protocol No. 12).

The EU has to decide separately whether or not to adhere to some or all of these protocols.
These decisions may be taken after the EU has become a party to the ECHR itself.

The relationship between the ECHR and the EU Charter of Fundamental Rights (which
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forms part of the “Lisbon Treaty” and is itself based on the ECHR and the Council of Europe
Social Charter) will be similar to the one which exists between the ECHR and the
constitutional provisions on human rights in countries parties to the ECHR which may, and
often do, go beyond the minimal standards set by the ECHR.

With EU's accession it will become possible for individuals to bring applications against the
EU before the Strasbourg court. EU accession to the ECHR will not modify the existing
system of judicial remedies under EU law. Exhaustion of these remedies will be a
precondition for bringing a case to Strasbourg. Individual applications brought directly
against EU acts will have to be distinguished from those challenging national measures that
apply orimplement EU law. At the same time, since the ECHR contains minimum standards,
parties to the convention remain free to provide more extensive human rights protection, and
this would also be the case for the EU. Like any other party to the ECHR, it is up to the Union
to decide how best to comply with the judgments of the European Court of Human
Rights. After accession, the European Court of Justice will remain the final authority on the
interpretation of EU law.

The Strasbourg Court currently consists of 47 judges from the 47 Council of Europe member
states. Judges are elected by the Council's Parliamentary Assembly from a list of three
candidates submitted by the contracting party. A judge elected in respect of the EU would
bring additional expertise on the EU legal system to the Strasbourg Court.
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European experts: Counterfeit medicines are more
lucrative than heroin trade

Criminalising the manufacture of fake medicines will help to curb a global trade now
more lucrative than heroin trafficking, according to the Council of Europe. The
intergovernmental human rights organisation hopes Armenia will ratify its treaty
against counterfeit medical products when it is unveiled in Istanbul next November.

The Council of Europe (CoE) says fake anti-coagulation drugs have already been
used on patients in Europe. There are concerns that unwitting patients may also be
taking adulterated antibiotics, cancer treatments, anti-psychotic drugs, cholesterol
lowering treatments and treatments for erectile dysfunctions. “This treaty offers a
comprehensive approach to tackling a crime which threatens public health and public
health care systems,” said a spokesman. “Counterfeit medicines are more lucrative
than heroin. It is a vile crime to fraudulently provide patients with products that don't
work.” The move against the fake medicine industry begins with a conference in
Basel on 15 -16 April.

The conference marks growing worldwide concern that health care systems,
particularly in developing countries, are increasingly vulnerable to the mass entry of
counterfeit medical products. Experts are also worried that the trend towards self-
treatment has flooded the internet with medicines produced without any controls, tests
or authorisation.

The Council of Europe believes that its treaty, the first global convention against
'medicrime' will strike at the heart of an international commerce with high returns. To
this end, the convention will also be open to ratification by non-Council of Europe
states.

Counterfeiters are attracted by the huge profits available. They are also encouraged by
low detection rates, lengthy prosecutorial procedures and the comparatively light
penalties currently imposed by governments. The treaty encourages cooperation
among law enforcement agencies, customs, health professionals and the judiciary. It
introduces tougher sanctions against counterfeiters and ensures a more effective
pursuit of fraudulent manufacturers across international borders. The CoE spokesman
added: “Counterfeit medicines break the relationship of trust between patient, doctor
and pharmacist. “Patients are vulnerable. They trust that medicines will help.
Counterfeiting disrupts the whole health care system. Criminalisation increases the
efficacy of justice and the protection of public health.”
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Useful Links

European Directorate for the Quality of Medicines & Healthcare
http://www.edqm.eu/site/page 628.php

Council of Europe website : http://www.coe.int/defaulten.asp

Special File: http://www.coe.int/t/dc/files/themes/pharmacopee/default EN.asp?

For more information, please contact:

Nigel SMITH

Direction de la Communication/Communication Directorate
Conseil de I'Europe/Council of Europe

Tel.: +33 390 21 52 81

Fax: +333 884139 10

E-mail: nigel.smith@coe.int
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